


www.cornerstonefamilyhealthcare.org                                                 Rev: October 2024
PAGE  
6

Notice of Privacy Practices
This notice is effective October 31st, 2024
Thank you for choosing Cornerstone Family Healthcare.

This notice describes how health and financial information about you may be used and disclosed and how you can get access to this information. 

Please review it carefully. The privacy of your information is important to us. 

Thank you.

This notice applies to all our health center sites, services and contract agreements. 

This notice contains important information about Cornerstone Family Healthcare (CFH) privacy practices which, were revised pursuant to the Health Insurance Portability and Accountability Act (HIPAA) of 1996 and related regulations 78 Federal Register 5625 and comply with 45 C.F.R § 164.520(c) (2) (iii). This notice describes how your Protected Health Information may be used to disclose and indicates how you get access to this information. This notice reflects the 2013 HIPAA/HITECH Omnibus final rule. Please review carefully.
If you have any questions about this Notice, please contact:
Margaret Calero

Vice President of Corporate Compliance, Risk Management & 340B Program.
Telephone: (845)220-3188
Email: mcalero@cornerstonefh.org.  
OUR COMMITMENT REGARDING YOUR PERSONAL HEALTH INFORMATION
Health information includes any individual identifiable information that we obtain from you and others that relate to your past, present, or future physical or mental health. The health care you have received, or payment for your health care.
IMPORTANT INFORMATION REGARDING PATIENT INFORMATION (HIPAA):
Cornerstone Family Healthcare understands that health information about you and the health care you receive is personal. We are committed to protecting your personal health information (PHI). We are committed to maintaining the confidentiality, integrity and security of personal information entrusted to us by you, our patient. 
This notice describes how medical information about you may be used and disclosed and how you can get access to this information.

Our Obligations:

We are required by law to:

· Maintain the privacy of protected health information.
· Give you this notice of our legal duties and privacy practices regarding health information about you.
· Follow the terms of our notice that is currently in effect.

How and Why, We Obtain Personal Information:
Cornerstone Family Healthcare uses personal information collected about you to provide you with the services you have come to expect from us. We use this information to provide you the highest level of health care services, to bill insurance companies and other payers for these services and to facilitate the day-to-day operations that support both tasks. Cornerstone Family Healthcare may collect non-public personal information about you from any of the following sources:

· From you or your representative on application forms (such as, name, address, social security number, date of birth, phone number).

· From claims activities (from insurance companies or other government providers and co-payers).

· From interactions with other health care providers (such as, physicians offering specialty services such as cardiology, oncology, imaging, and laboratory services).

· For verification and consumer reporting services (such as, insurance and government payers and credit and collection agencies).

· From you or your representative regarding your preferences (such as, to make confirmation calls to your home or work number, to send clinical information to your home or another address).

· From other sources with your consent or the consent of your representative (such as, from your employer, legal counsel, or another family member).

How We Protect Your Personal Information/Identity Theft Prevention/Red Flag Compliance:
Cornerstone Family Healthcare has always believed the protection of personal health information (PHI) to be what is right for our patients and a necessary business practice. We use information controls in keeping with industry standards and practices and we regularly adapt and review this procedure to respond to changing requirements and advances in technology. It is the policy of us to follow all Cornerstone Family Healthcare federal and state laws and reporting requirements regarding identity theft and Red Flag compliance. If you believe you have been a victim of Identity theft, we encourage you to complete the 
ID Theft Affidavit, which was developed by the FTC, along with supporting documentation to: www.ftc.gov/bcp/edu/resurces/forms/affidavit.pdf.
At Cornerstone Family Healthcare access to your PHI is restricted to our clinical staff members and their support staff for the provision of your health care, other staff members have restricted access to your PHI unless they require access to provide you with additional services or to process claims, prescriptions for payment for care you receive.   We may share such information that we collect with the following:

· Cornerstone Family Healthcare, health center sites and clinical staff members.

· Other specialty physicians or services (for example: such as, cardiologists, oncologists, imaging, and laboratory services, etc.).

· Insurance companies and governmental payers for reimbursement purposes (such as, GHI, Blue Cross/Blue Shield, MVP, Medicaid, Medicare, Humana, United Healthcare, WellCare, Anthem, Manage Care Organizations etc.).

· Governmental Agencies, public health agencies (such as, reportable infectious diseases, reports of births and deaths, reports of child abuse or neglect, coroner).

· Other organizations or entities with your consent (such as, legal counsel, employer, schools, insurance companies).

· Other organizations permitted by the laws that protect your PHI (such as, fraud and abuse prevention).

· For specific research opportunities, with your consent (such as, when Cornerstone Family Healthcare participates in regional or national research study).

· E-clinical works, ECR1011 EMR systems, Healow insights, HealtheConnections, RHIO, Realtime benefits checks and electronic prior authorization.

Patient Rights:
You have the right to inspect and copy the PHI in your medical and billing records. This right does not include the right to inspect and copy psychotherapy notes. This will require a special consent process.
Designated record set: upon request this will contain medical and billing records but will not include any Psychotherapy Notes. We will not charge for the first accounting of disclosure during the first 12-month period. We are not required to provide any accounting of disclosure which took place 7 years prior to the date on which the accounting is requested.
To inspect and or copy your PHI, you must submit your request in writing to our VP of Corporate Compliance If you request a copy of the information, this will be free of charge.
You have the right to a Paper Copy of This Notice you have the right to receive a paper copy of our Notice of Privacy Practice. You may ask us to give you a copy of this notice at any time. To obtain a copy of this notice ask any member of our staff or contact the department Practice Manager. We also have our Notice of Privacy Practices on our Website (www.cornerstonefh.org).

You have the Right to an Electronic Copy of Electronic Health Records:

Our electronic health records are maintained by E-Clinical works (ECW) and by EC1011. Your Protected Health Information is maintained in an electronic format, you have the right to request that an electronic copy of your record be given to you or transmitted to another individual or entity. We will make every effort to provide access to your Protected Health Information in the form or format you request if it is readily producible in such form or format. If the Protected Health Information is not readily producible in the form or format you request your record will be provided in either our standard electronic format or if you do not want this form format, a readable hard copy form. 
Finalizes this new section to implement 42 U.S.C. 290dd-2(b)(1)(B), as amended by the section 3221 of the CARES Act, to add a right to an accounting of all disclosures made with consent for up to three years prior to the date the accounting is requested.
You have the right to amend your Health Information. 
You may request in writing an amendment to your PHI. Requests should be made to our Medical Records department or the Corporate Compliance Department. Requests must be in writing. We may deny your request if you ask us to amend information that:
· was not created by us, unless the person or organization that created the information is no longer available to make the amendment,

· Is not part of the health information kept by or for Cornerstone Family Healthcare
· is not part of the information which you would be permitted to inspect and copy, or 

· Is accurate and complete.

Any amendment we make to your health information will be disclosed to the health care professionals involved in your care and to others to carry out payment and health care operations, as previously described in this notice.

You have a right to an account of disclosures:

You have the right to receive an accounting of disclosures for purposes other than treatment, payment, or health care operations. Your request should state a time and may not include information before April 14, 2003. The request must be in writing and addressed to the VP of Corporate Compliance. 
You have the right to request restrictions:

You may ask us to restrict or limit your PHI as it applies to treatment payment or health care operations. Such restrictions can include family members and friends. We are not required to agree to a restriction that you may request if you physician believes it is in your best interest to permit use and disclosure of your PHI. To request a restriction, you must make your request in writing to the Department Practice Managers or contact the Medical Records department. In addition, you may place your request in the “Patient Portal.” In your request, you must tell us what information you want to limit and to whom you want the limits to apply.

Right to Request Confidential Communications:

You have the right to request that we communicate with you about medical matters in a certain way or at a certain location. For example, you can ask that we only contact you by mail or at work. To request confidential communications, you must make your request, in writing to the VP of Corporate Compliance. Your request must specify how or where you wish to be contracted. We will accommodate reasonable requests.
Breach Notification:

In the event of a Breach of your PHI which affects more than five hundred patients, the health center will notify you in writing. Based on the nature of the breach, the health center will provide you with a credit monitoring service for one year from the date of the event, if PHI includes information which may affect your credit. The health center will also provide information on their website. Our Corporate Compliance department will direct and assist with any concerns.

Prohibition of Sale of PHI: the final rule of the Omnibus rule prohibits, with exceptions, the sale of PHI without authorization.

Rights to disclosure restrictions when paid in full: 
Cornerstone Family Healthcare must agree to an individual’s request to restrict disclosure to a health plan if the patient pays in full for a service or item.
Disclosure of genetic information for underwriting purposes: 

Health plans may not use or disclose genetic health information for underwriting purposes.

You have the right to request confidential communications. 
You may request that we communicate with you regarding your PHI in a certain way or at a certain location. For example, communication as it regards to results of reports and /or confirmation of visits may be restricted to certain addresses and/or phone numbers. You should make this request in writing to the Department Practice Managers.

Using and disclosing protected health information under Reproductive Care.
On April 22, 2024, the Office for Civil Rights at the U.S. Department of Health & Human Services (HHS) issued a final rule[i] to modify the Health Insurance Portability and Accountability Act of 1996 (HIPAA) Privacy Rule to support the privacy of reproductive health care information.

The final rule aims to protect the privacy of individuals legally seeking reproductive health care in other states, making it more difficult for state law enforcement to prosecute such individuals under their home state’s laws. The final rule protects the privacy of health care providers who legally provide reproductive health care. The final rule also provides heightened confidentiality protections to communications between patients and their health care providers regarding reproductive health care.
The final rule prohibits health care providers from using or disclosing protected health information (PHI) for the following activities:

· Conducting criminal, civil or administrative investigation into or imposing criminal, civil or administrative liability on any person for the mere act of seeking, obtaining, providing or facilitating reproductive health care, where such health care is lawful under the circumstances in which it is provided (the Legality Requirement), or

· Identifying a person to conduct such investigation or impose such liability.

Subject to the Legality Requirement, Cornerstone Family health care providers are not required nor permitted to acknowledge that an individual received reproductive health care. Additionally, reproductive health care is presumed to be lawful under the circumstances in which it was provided unless the health care provider has actual knowledge that the reproductive health care was not lawful under the circumstances in which it was provided. (i.e., the care was provided by an unlicensed person or was provided in a state that does not permit reproductive health care).

Seeking, obtaining, providing or facilitating reproductive health care includes, but is not limited to any of the following: expressing interest in, using, performing, furnishing, paying for, disseminating information about, arranging, insuring, administering, authorizing, providing coverage for, approving, counseling on, assisting or otherwise taking action to engage in reproductive health care or attempting any of the same.

Health care providers may, however, continue to use or disclose PHI for purposes otherwise permitted under the HIPAA Privacy Rule where the request for use or disclosure of PHI is not made to investigate or impose liability on any person for the mere act of seeking, obtaining, providing or facilitating reproductive health care. Such purposes could include, for example, billing for health care services, health care operations or defending a medical malpractice claim by the individual.

Attestation requirements:

This final rule requires Cornerstone Family Healthcare providers that receive PHI related to reproductive care to obtain a signed attestation that the use or disclosure is not for the following prohibited purposes:

· Health oversight activities
· Judicial and administrative proceedings

· Law enforcement purposes.

· Disclosure to coroner and medical examiners.

CFR Part 2 requirements: Summary of changes. Confidentiality of Substance Use Disorder Patient Records. Final Rule.
 On February 8, 2024, the U.S. Department of Health & Human Services (HHS) through the Substance Abuse and Mental Health Services Administration (SAMHSA) and the Office for Civil Rights announced a final rule modifying the Confidentiality of Substance Use Disorder (SUD) Patient Records regulations at 42 CFR Part 2 (“Part 2”). The effective date of the new rule is April 16, 2024, and entities have until February 16, 2026, to comply. What follows is a summary of notable changes to the Part 2 Rule. As anticipated, key changes have been made to better align many of Part 2’s provisions with HIPAA’s, specifically those concerning consent, civil money penalties, and how breaches are to be handled. A key new provision grants special treatment for “SUD counseling notes”, which is akin to HIPAA’s treatment of psychotherapy notes. Of particular interest to public health authorities will be the adoption of HIPAA’s deidentification standards that will now permit Part 2 programs to disclose de-identified data to public health authorities.

This final rule implements the confidentiality provisions of section 3221 of the Coronavirus Aid, Relief, and Economic Security (CARES) Act, which required the alignment of certain aspects of 42 CFR Part 2 with the Health Insurance Portability and Accountability Act (HIPAA) of 1996 Rule and the Health Information Technology for Economic and Clinical Health Act (HITECH).
 Final Rule Related to Consent (some changes underlined for emphasis) 
Consent requirements better aligned. Aligns the content requirements for Part 2 written consent to use or disclose Part 2 records with most of the content requirements for a valid HIPAA authorization. 

Single consent for TPO. A single consent for all future uses and disclosures for Treatment, Payment, or Operations (TPO) is now permitted. Further, unless and until revoked, a recipient Part 2 program, HIPAA covered entity, or business associate receiving Part 2 records under such a consent may use and disclose those records for TPO as permitted by HIPAA. And a covered entity or business associate appears that the Part 2 redisclosure notice still must accompany all disclosures, including these. 

SUD Counseling Notes: Adopts a protection analogous to HIPAA’s treatment of psychotherapy notes. Creates a new definition for an SUD clinician’s notes documenting or analyzing the conversation in an SUD counseling session that the clinician voluntarily maintains separately from the rest of the patient’s SUD treatment and medical record and that require specific consent for disclosure from an individual and cannot be used or disclosed based on a broad TPO consent. 

Separate documents for certain consents. Permission to use or disclose Part 2 records must be given on separate consent forms as follows. The Rule: prohibits combining patient consent for the use and disclosure of records for civil, criminal, administrative, or legislative proceedings with patient consent for any other use or disclosure. requires a separate patient consent for the use and disclosure of SUD counseling notes. 

Copy of consent or a clear explanation of scope of the consent must be provided with the record(s) being disclosed.

Broader description of recipient allowed. Clarifies how recipients (by name or “class of persons”, etc.) may be designated in a consent to use and disclose Part 2 records, lightening the earlier stringent requirement that each recipient be specifically listed.

Restrictions on records and testimony in more legal settings: Expands restrictions on the use and disclosure of records and testimony to civil, administrative, and legislative proceedings against patients (previous rule protections were limited to criminal proceedings) absent patient consent or a court’s order. 

Disclosures to Public Health Authorities: Permits Part 2 programs to disclose to public health authorities (without need for patient consent) deidentified patient information that meets the HIPAA standards for de-identification. The earlier Part 2 rule did not permit de-identified information to be shared with public health authorities. 

Use and Disclosure. Extends application of most Part 2 provisions to the use and disclosure of SUD records (the earlier version generally uses only one or the other of those terms, so it now clearly applies to both uses and disclosures of SUD records). 

Safe Harbor for Investigative Agencies: Provided certain conditions are met, the Final Rule creates a limitation on civil and criminal liability (a safe harbor) for investigative agencies and person(s) acting on their behalf that investigate and prosecute Part 2 programs (not patients) and unknowingly receive and disclose records subject to Part 2. The safe harbor requires investigative agencies to take certain “reasonable diligence” steps to be eligible for the safe harbor. 

Segregation of Part 2. Covered entity, or business associate that receives Part 2 records based on a single consent for all Treatment, Payment, Operations is not required to segregate or segment such records. 

Complaints

You may file a complaint with Cornerstone Family Healthcare and/or with the Office of Civil Rights, U.S. Department of Health, and Human Services if you believe your privacy rights have been violated. You may file a complaint by mailing or faxing a written description of your complaint or by telling us about your complaint in person. Please contact:  


Cornerstone Family Healthcare


Attention: 
Chief Operating Officer – Sybil Medina or
Vice President of Corporate Compliance, Risk Management & 340B Program: 
Margaret Calero

                             2570 RT. 9W Suite 10



Cornwall, New York. 12518



Telephone # 845-220-3188    email: mcalero@cornerstonefh.org.  

Please describe what happened and give us the dates and names of anyone involved. Please also let us know how to contact you so that we respond to your complaint. You will not be penalized for filing a complaint. 
You also have the right to contact:

The Office of Civil Rights Health and Human Services
Jacob Javits Federal Building 

26 Federal Plaza Suite 3312

New York, NY. 10278

Telephone: 800-368-1019

TDD: 800-537-7697

Email: ocrmail@hhs.gov.

For more information see: www.hhs.gov/hipaa/filing-a-complaint/index.html.
Changes to this notice:
The terms of this notice apply to all records containing Health Information that are created or retained by us. We reserve the right to revise change or amend our notice of Privacy Practices. Any revision or amendment to this notice will be effective for all the information that we already have about you, as well as any medical information that we may receive, create, or maintain in the future. Cornerstone Family Healthcare will make a “good faith” effort to document that we provide our patient with a copy of this organizations Notice of Privacy Practices, and you may request a copy of our most current notice during any visit to Cornerstone Family Healthcare.
How May We Use and Disclose Your Health Information?

The following categories describes the different ways in which, we may use and disclose your Protected Health Information. Please note that all disclosures may not be listed below, however the different ways we are permitted to use and disclose your medical information do fall with one of the listed categories.
Treatment:
Cornerstone Family Healthcare may use and disclose your medical information to treat you. Many of the staff of Cornerstone Family Healthcare may use or disclose your medical information to treat you or to assist other in your treatment. Additionally, we may disclose your medical information to others who may assist in your care, such as your physician and other health care professionals.
Health Care Operations:
Cornerstone Family Healthcare may use and disclose your Health Information to operate our business. These uses and disclosures are important to ensure that you receive quality care and that our organization is well run. An example of the way in which we may use and disclose your information for our operations would be to evaluate the quality of care you received from us. We may also disclose your information to doctors, nurses and students for review and learning purposes. We maintain safeguards to protect your Protected Health Information against unauthorized access and uses.

Appointment Reminders:
Our organization may use and disclose your protected health information to remind you that you have an appointment. Information may be sent to you by voice mail, text message or email.
Individuals involved in your care or payment for your care:

When appropriate and with consent, we may share Health Information with a person who engages in your medical care or payment for your care, such as your family or a close friend. We also may notify your family about your location or general condition or disclose such information to an entity assisting in a disaster relief effort.

Research: 
Under certain circumstances, we may use and disclose Health Information for research. For example, a research project may involve comparing the health of patients who received one treatment to those who received another, for the same condition. Before we use or disclose Health information for research, the project will go through a special approval process. Even without special, we may permit researchers to look at records, to help them identify patients who may be included in their research project or for other similar purposes, if they do not remove or take a copy of any Health Information.
Corporate Compliance Vice President:
Cornerstone Family Healthcare has an appointed a Corporate Compliance Vice President. Our Corporate Compliance Officer along with the Human Resources department provides annual training programs to our Board of Directors, clinical staff members and all other employees regarding our policies and procedures to implement and ensure the safeguard of protected health information.

Uses and Disclosure:
We will only disclose protected health information as permitted by law or with your permission. We will make every effort to avoid unintentional disclosures although the regulations consider such disclosures legal. When necessary for your care and treatment or any related activities to your health care, we use protected health information internally and may disclose such information to other health care providers (dentist, hospitals, nursing homes, insurers, third party administrators, payors, and other who maybe financially responsible for payment for services and benefits you receive, vendors, consultants, government authorities and other surveying entities and their respective agents. These parties are required to keep your protected health information confidential as provided by law. Some examples are:
· Quality assessment and improvement activities, such as peer review and credentialing of participating providers: program development and accreditations.

· Performance measurement and outcome assessment and health claims analysis.

· Data and Information systems management and

· Performing regulatory compliance/reporting and public health activities; responding to requests for information from regulatory authorities, responding to government agency or court subpoenas as required by law, reporting suspected fraud or actual or other criminal activity; conducting litigation, arbitration and performing third-party liability, subrogation, and related activities.

Other Disclosures:
Patients may request in writing that their protected health information be disclosed to a third party. For example, you may wish to have your records available for a friend, neighbor, or family member to help resolve a question about a claim or other concerns you have. Please sign an authorization form at the front desk if this is your wish.
Additional Restrictions on Use and Disclosure. Some federal and state laws may require special privacy protections that restrict the use and disclosure of certain sensitive health information. Such laws may protect the following types of information: 

1. Alcohol and Substance Use Disorder 

2. Biometric Information

 3. Child or Adult Abuse or Neglect, including Sexual Assault 

4. Communicable Diseases 

5. Genetic Information 

6. HIV/AIDS 

7. Mental Health 

8. Minors’ Information 

9. Prescriptions 

10. Reproductive Health 

11. Sexually Transmitted Diseases 

We will follow the more stringent and protective law, where it applies to us. Except for uses and disclosures described in this notice, we will use and disclose your health information only with a written authorization from you. This includes, except for limited circumstances allowed by federal privacy law, not using or disclosing psychotherapy notes about you, selling your health information to others, or using or disclosing your health information for certain marketing communications, without your written authorization. Once you give us authorization to use or disclose your health information, you may take back or “revoke” your written authorization at any time in writing, except if we have already acted based on your authorization. For information on how to revoke your authorization, contact our Medical Records department at 845-563-8000.
Billing and Collection:
We may use or disclose your health information or the purpose of obtaining payment for services provided. You may be contacted by mail or telephone at nay telephone number associated with you, including wireless numbers. Messages may be left on answering machines or voice mail, including any such message information require by law (including department collection laws) and /or regarding amounts owed by you. Text messages or emails using any email address you provide may also be used to contact you.
Special Situations:

The following categories describe additional conditions in which we may use or disclose your protected health information.
Required by law.
We will use or disclose Health Information about you when required to do so by International, federal, state, or local law.

Public Health Activities:
1. To prevent or control disease, injury, or disability.
2. To maintain vital records, such as birth or death

3. To report child abuse or neglect

4. To notify a person regarding potential exposure to a communicable disease.

5. To notify a person regarding a potential risk for spreading or contracting a disease or condition.

6. To report reactions to drugs or problems with product or devices

7. To contact public health surveillance, investigation, or intervention.

8. To notify individuals if a product or device they may be using has been recalled.
9. To notify appropriate government agencies and authorities regarding the potential abuse or neglect of an adult patient including domestic violence; however, we will only disclose this information if the patient agrees, or we are required or authorized by law to disclose this information; and

10. To notify your employer under limited circumstances related primarily to workplace injury or illness or medical surveillance.
Business Associates:  
We may disclose Health Information to our Business Associates that perform functions on our behalf or provide us with services if the information is necessary for such functions or services. For example, we may use another company to perform billing services on our behalf. All our business associates are obligated to protect the privacy of your information and are not allowed to use or disclose any information other than as specified in our contract.
Military and Veterans: 
If you are a member of the armed forces, we may release Health Information as required by military command authorities. We also may release Health Information to the appropriate foreign military authority if you are a member of a foreign military.

Data Breach Notification purposes:

We may use or disclose your Protected Health Information to provide legally required notices of unauthorized access to or disclosure of your health information.

Abuse, Neglect and Domestic Violence:
We may disclose your Health Information to a government authority if we believe you are a victim of abuse, neglect, or domestic violence. If we make such a disclosure, we will inform you of it, unless we think informing you places you at risk of serious harm or if we were to inform your personal representative is otherwise not in your best interest.

Health Oversight Activities:
Our organization may disclose your Health Information to a health oversight agency for activities authorized by law. Oversight activities can include for example, investigations, inspections, audits, surveys, licensure, and disciplinary actions; civil administrative and criminal procedures or action; or other activities necessary for the government to monitor programs and compliance with civil rights law.

Lawsuits and Similar Proceedings:

Cornerstone Family Healthcare may use and disclose your Health Information in response to a court or administrative order if you participate in a lawsuit or similar proceedings.  We also may disclose your medical information in response to a discovery request, subpoena, or other lawful process by another party involved in the dispute, but only if we have tried to inform you of the request or to obtain order protecting the information the party requested.

Law enforcement:
We may release Health Information if asked to do so by law enforcement officials:

1. Regarding a crime victim in certain situations, if we are unable to obtain the persons agreement per state law.
2. Concerning a death, we believe might have resulted from criminal conduct.
3. Regarding criminal conduct at Cornerstone Family Healthcare
4. In response to a warrant, summons, court order, subpoena, or similar legal process

5. To identify/locate a suspect, material witness, fugitive, or missing person; and

6. In an emergency, to report a crime (including the locating or victim(s) of the crime, or the description, identity, or location of the perpetrator.
Coroners, Medical Examiners, and Funeral Directors:

Cornerstone Family Healthcare may release medical information to a coroner or medical examiner. This may be necessary, for example to identify a deceased person or to determine the cause of death. We may also release medical information about our patients to funeral directors as necessary to perform their duties.

National Security and Intelligence Activities: 
We may release Health Information to authorized federal officials for intelligence, counterintelligence, and other national security activities authorized by law.

Protective Services for the President and Others. We may disclose Health Information to authorize federal officials so they may provide protection to the president, other authorized person, or foreign heads of state or to conduct special investigations.

Serious Threats to Health or Safety:
Cornerstone Family Healthcare may use or disclose your Health Information when necessary to reduce or prevent a serious threat to your health and safety or the health and safety of another individual or the public. Under these circumstances, we will only make disclosures to a person or organization able to help prevent the threat.

Inmates or Individuals in Custody:

If you are an inmate of a correctional institution or under the custody of a law enforcement official, we may release Health Information to the correctional institution or law enforcement official. This release would be necessary for:
1. For the institution to provide health care services to you.

2. For safety and security of the correctional institution; and

3. To protect your health and safety or the health and safety of other individuals.

Organ and Tissue Donation:
Cornerstone Family Healthcare may use or disclose your medical information to organizations that manage organ and tissue procurement, banking, or transplantation.

Workers Compensation or Disability Claims:
Cornerstone Family Healthcare may release your medical information for your workers compensation and disability claims and similar programs to appropriate agencies.

Disaster Relief: 
We may disclose your Protected Health Information to disaster relief organizations that seek your Protected Health Information to coordinate your care or notify family and friends of your location or condition in a disaster. We will provide you with an opportunity to agree or object to such a disclosure whenever we can do so.
Your written authorization is required for other uses and disclosures:

The following uses and disclosures of your Protected Health Information will be made only with your written authorization:

· Fund Raising/Marketing- Cornerstone Family Healthcare does not use or disclose your Health Information for fundraising or marketing purposes; And
· Disclosure that constitutes a sale of your Protected Health Information.

· Fundraising provision -require we obtain patient consent with a requirement to provide individuals with the opportunity to opt out of receiving fundraising communications.

Confidentiality and Security 

We maintain physical, electronic and procedural safeguards, in accordance with applicable state and federal standards, to protect your personal medical and financial information against risks such as loss, destruction or misuse. These measures include employee trainings, computer safeguards, secured files and buildings, and restrictions on who may access your personal medical and financial information.
Standard Electronic Communications Not Secure. Using any form of unsecure electronic communication (such as regular email or standard text messaging) to communicate with us can present risks to the security of information. These risks include possible interception of the information by unauthorized parties, misdirected messages, shared accounts, message forwarding, or storage of the information on unsecured platforms and/or devices. We do not recommend communicating with us via unsecured email or text message when your medical information or other personal information is involved. We provide multiple platforms that can be used by you to communicate with us via secure electronic messaging platforms. However, you should note that the use of any form of electronic messaging is not appropriate for medical emergencies.

If you provide us with an email address or mobile phone number, we may communicate with you using unsecured text or email related to general information, updates to your account and patient portal, or other reminders. You will be provided with an opportunity to opt out of these communications and may also opt out at any time by notifying us at the contact information included below. Please note, however, that systems can take time to apply updates (in which case please disregard any further communications until the system applies your requested change). We recognize that there may also be times when you choose to communicate with us using unsecure email or standard text messaging for convenience purposes. By choosing to correspond with us via unsecure electronic communication platforms, you are acknowledging and accepting the risks involved and understand that you are responsible for any charges applied by your telecommunications carrier.

Changes to this Notice:
We may change this notice and our privacy practices at any time, as long as the change is consistent with state and federal law. Any revised notice will apply both to the PHI we already have about you at the time of the change, and any PHI created or received after the change takes effect. If we make an important change to our privacy practices, we will promptly change this notice and make the new notice available on our website at: https://cornerstonefamilyhealthcare.org. Except for changes required by law, we will not implement an important change to our privacy practices before we revise this notice.
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